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CORE: R&GVFn], ™4EEHI]

I B F{E SR
1. g HRFMNE
sSw
iﬁﬂ%ﬂg::nct
22\(]NTERNET‘\‘21

———————

2. 1Pt R R =

WSV

R &4 K

g0

P33t

loopbackl ospfv2 ospfv3

16. 10. 1. 1732
2001:10:10:1::1/128

Z ER#AL

vlanll

10. 10. 11.1/24
2001:10:10:11::1/64

SW

Vlanl2

10.10.12.1/24
2001:10:10:12::1/64

Vlanl3

10.10. 13.1/24
2001:10:10:13::1/64
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10. 10. 14.1/24

Vlanl4

2001:10:10:14::1/64
Tunnell 10. 10. 255. 49/30

10. 10. 255.1/30
vlanl23

2001:10:10:255::1/126
vlan101 10. 10. 255. 5/30
vlan104 10. 10. 255.9/30

10. 10. 140. 1/24
vlanl140

2001:10:10:140::1/64

10. 10. 150. 1/24
vlanl150

2001:10:10:150::1/64

loopbackl ospfv2 ospfv3d

10.10.2.1/32
2001:10:10:2::1/128

10. 10. 21. 1/24

Vlan21
2001:10:10:21::1/64
10. 10. 22. 1/24
\ Vlan22
TG 4 15 | 25 2001:10:10:22::1/64
AC 10. 10. 23.1/24
Vlan23
2001:10:10:23::1/64
10. 10. 24. 1/24
Vlan24
2001:10:10:24::1/64
Vl1an104 10. 10. 255. 10/30
vlanl102 10. 10. 255. 13/30
Vlan221 218.28.21.2/30
Vlan222 218. 28. 22.2/30
Internet
Vl1an223 218.28.23.2/30
(SWAEHL
Vl1an224 218.28.24.1/30
Loopback?2 218.28. 2. 1/32
HER% & LAN2-3 10. 10. 255. 2/30
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BC 2001: 10: 10:255: : 2/126

WANS 218.28.22.1/30

M %: 192.168.10. 129/26
(vpn pool:

PPTP
192. 168. 10. 130—

192. 168. 10. 129)

WEBAZ | B7 ok #& | ETH2
WAF ETH3

10. 10. 20. 10/24

10.10.3.1/32
Loopbackl untrust
2001:10:10:3::1/128

10. 10..3. 2/32 (B = &)
2001:10:10:3::2/128
10. 10. 3. 3/32 (HEHLE4)
2001:10:10:3::3/128

Loopback?2 untrust

Loopback3 untrust

\ E0/2 trust 10. 10. 255. 14/30
% K 3
218.28.23.1/30
FW E0/1.223 untrust
Natpool:202. 102. 23. 16/30
Tunnell vpnhub 10. 10. 255. 50/30
218.28.21.1/30
E0/4 untrust
Natpool: 202. 102. 21. 16/30
10.10.20.1/24 (server2M¥
E0/5 untrust
B
EO/1 trust 10. 10. 255. 6/30
AP Ethl
SERVER M+ 10. 10. 20. 100/24

£51: NEFLEEE(505)
1. BRI TFREENE, ML 5 VLANES B M 008l BANVLANGE — AN i BN
loopback#& 2 77 18 3 »
FHFNV 48V 1anks 3 Be R an .
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vlanll E1/0/11-12 AP E
Vlanl2 E1/0/13-14 I
o Vlanl3 E1/0/15-16 E
Vlanl4 E1/0/17-18 Serverl £
Vlan21 E1/0/11-12 %%
Vlan22 E1/0/13-14 F= i
e Vlan23 E1/0/15-16 B
Vlan24 E1/0/17-18 AT
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4 | EEIPHLIERRIR, XML HE RS B O IPHhE AT RO E

TR IPHIE AR, XSWEBR. B K (448K 4% L RIHF, TPHUIEREATTC
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£5%52: MERLGEEE S (25047)

SW e B AH R SR S ik W& CPU (Al o 884k B X o diosOHAT #2480, PR H &Il
SKUIRE, RAEFA 10s —Ik, WERAMN 2 78h, MifREE CPU F25€I1E1T.

ZURBCE A, FrA M LA RFA L EVLAN SR RGE ; R 0] B8 CR R T % 2 (7]
(it 55, BCRISWZ (BT RERE K&, SRR NEh BB, Wi E .

NT SW 5 FW Z E)k 55 1] ) £ B 6 OB RN 224, IR &I S AC Z IR E i
fdi ] Loopbackl %37 GRE F%i .

SW. AC. FW Z[a)iz4T OSPFv2 F1 OSPFv3 P, OSPFV2 ZEsRanT: e SW I FW 2 [alJ& +
area 0, KANMEA loopbackl #% M1 ap B FEELEK H1; SW. AC. FW Z[8] LA K GRE % )&

T area 1, SW M1 FW &Aik& loopbackls F=fh~ B4+ Server MESMIEEH, AC KAipT
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B.
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NARIE SW 5 FW Z 817§y E84. Server Z [ML45 B i I n] St & gk, M4k
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® SWRIFW Z[a)/™ 5t EHEVIREM S SW AT FW 2 8] ELERERE; SW AL FW 2 [A]
Server HUFHIHEILFEAE SW A FW Z [7] ) GRE HE i
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® fEiH TP HZKFIRILEC bkl 55 EH i ;
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H A, AS PATH J& LRI A B R Z88UE Jy: 65000,

N T R OSPF BT XIki) 22tk & X858 H X8 MD5 36iE, k%81 DON2023;
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AT B kAR dhep serverf AT, EE K@ i VACL T 2USEIRACTE 55 W Bl 8 %o 82 14
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“: d dhecpo

EEXE ACH ik 25 TiC BAH SRAFE, B0 1 R RRVFIUIOR 4 MAC Hihb %l 1, 4l
BE MAC HhBEECR M KM, AEIHIIMAC, EFHIE. K snmp trap. [FIR7E
syslog HEHIER, P MEEr 820G, 76208 B Ba RN 5 R
W, FHRERHSKIARE .

A 1L 2% N FHARPILH ,  BESRTEACHI BT Wb %5 I BT JA 25 T IPRIBARPHE S Dhie, &
KA TPRIRL I A 104N FAD, B A BRI TP bl BT, I HLAE180FP R 1R .
SWREAE 953 2 Bl AZ LA AL, (R AR A G B AR A Interne t 38 #ebl, S Internet
B 50 A a4 B HI RS, Internet® H1 AL T VPNIZH & FR Internet ! .

N T Pt B A RNESMANSET IR B EIP, SilE ESeIIX TSIt &
I RERS P2 NACHI A R4, ACHE 15 : 19-20, EESREICHHNEMT— i, ACHRAE H 5
R N4 i 43 BC B 0] S ) IERVLAN .

i i BCAL B (IDHCP Server A A& AIAP. VLAN140. VLAN150E% H &4 BcHuht, ikt
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14.

15.

16.

17.

18.

19;

20.

21,

2%

23.

24.

BRI BTG vl I Hdik, DNS serverithik8. 8.8.8, H A APi#E T Optiond3 7 F4k, AC
LR L2 10. 10. 2. 1. DHCP ServerHihilfd FIBCHISW) BB H bk .

APiE it Optiond3 s 3 4k, FEAC LB B ANSSIDAM BN “Wifi-2.4G” Ml “Wifi-5.0G” .
“Wifi-2.4G” %Mk %Vian 140, f#ifinetwork 14, F P ANTLLM LN 7 E2 R HET
WPA-personal N 73, HA4HA “Wifi-2.4G” ;5 “Wifi-5.06” SFRilk%Vian 150,
fli fnetwork 15, FFEEANTCEIMZSHT F2R 5 Tstatic-wep & 7, LEEHHH
M40 “1234567890123” o FERTGLAP R BER S “Wifi-2.4G” A1 “Wifi-5.0G” FANA]
FISSID.

ACKHprofile I NAP R AKRCE, HAr4 NWIFI, SSIDWA “Wifi-2.4G” HIfE 5 XtRN2. 4G
BB, SSIDA “Wifi-5.0G” ({55 Xf MAPHI5. 0GHIEL .

il B TSGR AR, R EARPIIHEIZhAE; 2. 4655 H—Ef 8 RE
0 RUFN6 fUEE 2N o

AT WA, RIEIEWMEH, BCETCL RN BT E B N 2Mbps, FATHEERN
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FHIEMAC Mk 900-e1-3a—-10-be-51 ) FHLERLH)2. AGTELMZE . AP IEAMBA G2,
I FRAEL. 4GH B T B BAS SEAK T50% A 2 om A8 R A= 5 .

S TLINREHATIA: EATIH P 56 (558 (55 LSS, wisdAH R TR kAT Ak -
2. 46 {55 N T HAR Uil 2B SR AL 2, 8 G ISR P oA i 1] o5 i A%
L2 1 4 BRI A 2 S A B R R A

WG E B k2 AP A AC AHIER it 2 1 22 AR EE T T FE CPU B8, AIE AP 5 AC
fE 10 738l 9 R SLHESE 5 UOANE VPR SRS, i/ EIRE IEH .

AP TEYS I E R NS, K AN ACK Wil 4TI AP 4% #E R K IR ZhEE; JTE Radio HY
HEIEE A, 8K B 7:00 Rk EEEEIEE.

FEA R SAHIWAF ECE, WD 5RmE, & CHTTPIE SRR I i KK B 256, By ikgg it
(X vkt Bt

N EELF XS AR S5 %10, 10. 20. 100347 B 47, FAIT7E BAR AR 55 28 i AT Web Yl 4348, R S 12
SERA TR BT3P RN, TR 4

i “HE37 DDOS” , XFRTA XTEEIAN TCP M % AW B v, HITP Wik
BN, J5HHEIERIEE, JFiE DDOS B
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25.

26.

27,

28.

29,

30.

31.

32.

33.

34.

JF)5 1DP A% B4 shit, BHWIPIA DR MR, Hmud. REUH P BORBERAL. mREEN
Wit 34 H &
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AR EES LT LA

o W A AR R

o HFHUEHA

o R4
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R - R TP ERGE AL B S BT R EAEVR IR E S TN “Gixx” [
SR (xx FHEAAR DAL BAAD , BTl “20244F 1L RE “15 B2 8B 51EAL 7 280i-
R — B BRAR 7 TRCEAE SR A 9 B3R A R IR SE

TIEES

£51: BIEHE\EHFTEGE (1005)

NS (9 26 5 4 W 2 R 5 R BRI B 0 1 IEAE SO0 A R T HS 80 B0t CAPT) |, FF4TUR 7 348
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1:1111)
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TR HEE R TE %I I TAFAESS .

HE%2: BIERGAFIUE

i) (B g ER

1 [ RREE TR (7 iE4/id/Kid)

2 %53 VPN ERIHERER AR A2

3 |ATBEBERE AT DXIN T R A A7k

4 |BEHEVIRIE PHP SCAFRY5ERE URL 24H4?

5 [EEAPAT R SR
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THE R SEOZ AR K TAFAESS .
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flag{<flagfl >}

X P A S LE A B AT B Fasl L BIRWE . FTLL, MR —SelUsdE BIFRIH TAEE
K

TR =G A L 5 U A ) “20244E 1L AR “fE R ZAE M5V F80
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TIEESS
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HIRZHENITERm O S (BMHEXS
1 . MWAAEIR) o flag #%3K flag{flag &)

1 $2 A2 ¥E L A7 AE IR T B U T 44 AR o flag #% 3K
) flag{flag f&}

HRTHEN BT ERF A S . flag #& X
3 flag{flag {d}

THHEACHENL php api A S . flag #& 3 flag {flag
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EEZRE g ER
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15 IREL FTP AR 4528 b XS BB SCAFE T 0 b, dR 3
HREGER (1) flag, FF¥ flag £ . flag # X
flag{flag 1&}

5 3REL FTP AR 5588 Bt ity set k4T 204, $R 3
PR ) flag, FHK flag &% . flag #% 3K

: flag {flag {#}

THIREL FTP AR %% 2% LR SO R 47 o0 A, 4R 3
3 PR flag, JEH flag $25. flag #% 3

flag{flag {8}

THIRHLFTP IR %5 2% L X L SCAREAT 20 pr, R H
\ R I flag, FF¥ flag #2538 flag %30

flag{flag &}
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W25 335k misc

EEZRS
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MARFEE T . flag #30: flag {xxxx}, #&7s:
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