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2.IPH#bHEE R R
WEBZIR B0 1PHiHE ot ¥ 15 2% O
ETHO/1 10.1.11.2/30 (trust’zz4=35) RS ETHI11
ETHO/3 10.0.3.2/24 (trustZZ4>18) DCBC GEl
LI j:jz
By K AW ETHO0/4 203.31.10.10/29 Cuntrust) Internet
ETHO/5 10.1.22.2/30 (trustZZ4=4%) AC ETH1/0/22
VLANI11 ETHO/1
e eyl 10.1.11.1/30 FW
VLAN 13 ETH1/0/13
ETHUO013 | 10-1.13.1/30 AC
VLAN 14 ETH1/0/14
ETHUOA4 | 10-114.1/30 AC
VLANIS 10.0.1.1/24 WAF GE3
o ETH 1/0/15
= ZAZHALRS
YLANIG 10.1.16.254/24 AP
ETH 1/0/16 D
VLANI10 GE2
ETH L/o/lo | 1002:1/24 DCBC
VLAN20 10.1.20.254/24 PC
ETH 1/0/1-5 | 2001::20:254/112
VLAN30 10.1.30.254/24 -
ETH 1/0/6-9 | 2001::30:254/112
VLAN 13
ETHUOo3 | 10-1:13:2/30 RS
VLAN 14
EApHE | BETHIO4 10.1.14.2/30 RS
AC VLAN22
S0 | 0224430 FW
VLAN 10 10.1.10.254/24 -
ETH1/0/1-5 | 2001::10:254/112
GEI1 10.0.3.5/24 FW ETH1/0/3
Has i s VLANI10
DCBC GE2 10.0.2.5/24 RS EITT] MO
WEBJ il 7k GE2 37 Server
LEWAF | GE3 AL LAt RS VLANIS
‘E‘ ETH 1/0/15
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TIEES
£%1: MEELEEE (509)
B P 2% 75 5K

1 | AREMIRINE TR, SRIPHAES R, MFWH &% O TP AT RC &

MR X2 S AN T, iR HE IPHhE S HEE, X SWERIEEVLANFF B AH 32 11 KA VLAN,

2 fid B VLAN TPHbhE.
3 s AN s, $Z IR IPHhE 283K, XTACEIZEVLANFF ¥ AH N2 R

VLAN, FCEVLAN IPHuiE.

4 a2 AN s, FZHEIPHAE 283K, XIDCBCHY &2 1 IPHbhE AT AL &

5 | ZMRIP MuhbiRIZR, XWEB NHIBGKE&GHIAHE DIP btk TR E .«

1.

2.

£52: MERLFELESHF (2504)

VLAN 10, 20, 30 {5 FHc & a2 IR UEFE AT E A Trunk I, VLAN B LA UP 530K
RSHIAC L35l F show ip int brief#ATIRIEFFEIE, Hoh A 2 8IA;

AC (VLAN13) -RS-DCBC-WAF J& T LR, fELA LR LEEFSHE, RIEEMEE
HA[5 1 Internet, HEREE—EG

RSEHAC show ip routei 4756 IE H 45 A

AC LA #54: traceroute source 10.1.10.254 10. 0. 3. 256F H-# &

RS_ A8 H i 2

traceroute source 10. 1. 20. 254 10.0. 3. 2

traceroute source 10.0.1.1 10.0. 3. 2

BRI A

AC (VLAN14) -RS -FW OSPF, AC-FW Z[R]FCE OSPF, & F X4 0, PRiE 24 K % th 4= 0
A, AT PUE R BEES AC (VLAN14) -RS ~FW ff OSPF AWM A {5E, 4 RS-FW 2 [H)4E

BEWrFEF, LA RS-AC-FW 15 1] Internet, W RFFIER BRI 5

P ERERRWTF, RS, AC,FWF show ip route ospfI&ilF If7% &,

FIRKERS-FW2 [6) BE W -, RS, AC, FW' R show ip route ospfi&ilF -k A&

AC-RS-FW J& A& X35 MD5 AIE, 49 H5E X, 43 5HI7E AC, RS, FW 4] show ip ospf 4
IEFEEE

VLAN10, 20, 30 #£4T TPv6 PIZ%IR AT, ZSR AC (VLAN13 A1 VLAN14) -RS-FW, AC-FW 2 [&]f#

FH 7 Hh 5 % bk Fid B OSPFv3, VLAN10 7 1) VLAN20, 30 H4E R A B AL Je i VLAN14, VLAN13
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10.

11.

12,

13.

14.

15.

RN EER, VLANLO, 20, 30 V514 Internet HL5Gilid AC-FW Z [B]5E#%, RS-FW 2 [B15E#E AN
B
ACv RS. FW_LA#iHshow ipv6 routedS il kK ;

WiFAC-FW, AC-RS (VLAN14) #E#&, 7ER;KEGE S 1oopbackl$% 1 IPv6:2023::1/128'H.
33 NOSPFv3, ACEAf#iffltraceroute6 source 2001::10:254 2023: : 15GE -3 ;

FW ic & NAT, VLAN1O BB i iF] Internet { F t 11 TP $tuhik, VLAN20 9B 15 i) Internet {3
AWk 203. 31. 20. 0/28, FEANIE IP P2 A i 2 ifobe AR W 1) 7 AT TP HuhiEBR S, 4
W38 T7 IR 203, 31. 10. 10:8080 AJ LA B # B4 3| N & 4Ly, HTTP SR ilm, M 8 & Uk
%R “S1“;

FW e & W& T84T VLAN10, 20 WBL AT LAV [a] Internet; AT Internet Uy ia) A X 37 ik 55
IR, {EHWAEEE “S1 “Idsk HTTP &+ & RAR F1 JAR A4,

£ FW I Trust XA IFE 1P bk thae, S22 AR 10 ML ERER— 1P
¥ ICMP, ¥k, EALIERIEC, AENE w2

£ FW _E, fidE Mac #ihik A 00-c1-ff-cc-0f-ca % TAE HI_E 19:00 % 23:00 B [#] [l
Y Ane LW, BIEITERIZAR “T1 “, #EIRCE &4

£ FW B R G aisThae, & 3 s —Ik, URGNFE 3 28 R 0%
LRI 30 ¥k, MR ES HE, #EE w2

RS BCE E1/0/15 ¥ M 434 7 O b, IFZORAE R R )RR B A E1d 30000 I M
KW ZE, A FFE Rt

RS FF/5 Mac HuhibR Ry, P71k DOS By #ERAEJE T VLAN3O B4 MR % uvFs>) 30
A& Mac Hitik, R A5 >) 20 4~ ARP Hihik & 10 /> NEIGHBOR Wi, A% AL & v 2

RS bFFiE B ARP 4 ThBe, HAL T ] Py g W3 ARP i i 50 8N 8 & X, DOWN
Bh3E I, BB 10 208, R E G4

7E RS E1/0/5 1 _ERCE MAC HihkAy 00-03-0£-00-00-04 HIEHIAEEY M MAC Hhhl Ay
00-00-00-00-00—ff AIEML, # KN E 4

SRS T E M 4% Wireless TEST AT AL, RS Hl'E DHCP AR%54%, 18 Mac ihik46
SE B O AP R E B AL 10. 1. 16. 99, FahEM, EHZSIE, i EE XL, 7ERS
A4 show ip dhcp binding, AC I show wirelss ap staus, show wireless il Ff#;

A
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16.

L7,

18.

19,

20.

21.

22.

23.

24.

25.

Network100 N ¥ &M% SSID:Wireless_TEST, VLAN 101, #fH WAPI I#4AiE, Length A
8, type A ascii i, HHHEX, SHEECEE 6 MATH VAP KEL, (UEH 56 /55, £ AC
A show run current & 3F48% &,

TRA BR 1B KA NECN 20 A, JFJE QOS PR3 AT H5 98 A R ATH5 98 e BN 20M, 7E AC
A show run current i34 &

IR E4H, HAMXARFE RS G5 E AP 5E G MNK, MAC Hubkdn T
00-03-0f-8a—d9-01

00-03-0f-8a—d9-02

00-03-0f-8a-d9-03

00-03-0f-8a—d9-a2

00-03-0f-8a-d9-b3

00-03-0f-8a—d9—c4

LEAC_EA#i F show run current i34 &,

i} 25 AP e N i %2 B KR 5 2 m i, I G s A S IR S IR
IHMEEE AR TR AR5, 6 AC LA show run current f&ll 5F4kA;

ap flood FEAM ] 10 434, SHil[RIRG 10 380, i[RI P i &R 20, AP RIK
RSB I 18] AR 25 ) 5 3 /NE, 9 RE AR W BN O] 3 /e, [ R &
B W AP AELE IMUEIRE 4 /NI, 7B AC _EAEH] show run current 648 K

% 3% DCBC #4488 H 23K % DCBC GE1 #2 A FW 5 RS #[al, Z2pJlfidA: To-FW, To-RS, GE2
JFEWEBAIE. WEBE HL. PING Tifig, NTEAGRRGHE, WE 4 MG M DCNer,
0 E E

RS-DCBC-FW A& THERE, N5 B 2% B, DCBC 2 FW 7 A F — 2% i A H S B i
DCBC | RS 75 a5 FH — 2% ek % e

FB 1835 ik 45 2% WAF-RS-DCBC-FW Jy [a] B Bk AR B 7, 15 Fic B S s S IR BE 3% R 45 38 55
FW,WAF 5 FW Z A& #R B IOVE I8, @ =AMk il “fimikssag 1P «,”
WAFIP “,” FWIP “;

b TAERTEE — 2 A T 9: 00-18: 00 CHffEJTHRI&FR” T1” ) Vi URL h&EAH) “94
FERAS AW, “EEITS” , “3CF/NGT , “ERNIESRT , CUEREIT . e
ZFR “APP1 “, XHT-RATA 1P 424

DCBC LAt & L3-WAN F| L3-LAN N2 R %8, b /b 2N R Era i, Rl E 7
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26.

27,

28.

29;

30.

31.

32.

33:

34.

TR 120 BRI TRBGE 5 TR R B ) R iR A
2R ST R RL G FENRIVARE Y = B R G FEN 8 M ETRLG E ol E2 IR Y (B hh s i R et =

e i

PIAR

WIS Mail MRS58, WEMRE “Virusl “NB IEAE R #5075 N WAL H i B B
DCBC FELWT BT A5 R4 B0 b AT BE 7 A5 (10 Windows N8 WLAT AT S0, FFids% H &
PR WEB %545 1P 10.0. 1. 100 B RS- 2% “WEBServer2” , ¥ WEB N HIBj
7 “WAFL” , K:ilE E L3-WAN (A 2 20k & Ak %5 45 09 PHP Y E A BT . XSS B SQL
EN, HTTP AT EANBUE , Aol 2 53 5 Ja BB I e 5k H &

BC _EWCE EMRAE, MEPFARSS 2 IP O 172. 16. 10. 33, ¥gl15 K 25, K5 A:skillsOl,
Ry skillsO1, [AJR4EHZE MR 4F K 1% 45 manager@cnskills. com;

#£ BC LACE PPTP vpn ibAMMH )7 e EIE PPTP vpn V7[Rl 70 A ®] SW_E N RaE, AP
40N test, %Y test23;

WEMEEE, CPUAEMZER>= 25%. WAFEMAZE>=30%. RS TEHO>=300000, FHFEES
30 UL L, HEHMNATERS, BB AME S REHAEHEIER, BEEK
FEFR, WEfEHubE Y adnin@den. com, A4S 13901234567;

WAF-P LM #Ida4, EMBmS 2, & GE2,GE3 H O MAFH M EE B 1P
10. 0. 1. 4/24, W B W5, smtp. den. com, KIEIEIRG 3 704h, #20# admin@den. com, 7
BNEN AR, AR TR HITP B3, 7T REXS W0k 55 U5 47 TEHR |
HSBE, Bk DU 12 IR A

WAF-P RN E 2 40, 4EIR%4% 1P 4 10.0. 1.99/24, iEXX & IR% & HATAF
R, BFR: fEHRSAE W& 1, BaHibk https://10. 0. 1.99/1o0gin

Wi ¥R A7, IP: 10.0.1.99, i, EREAEI. BhPRE AN B S S AR A
RHATICHE

HTTP PR S i@ A, O EA T 28, B AL E

URLE KK S, S%{H1024, AFBh1E: BB

URLZEUR KK, S¥(Eb512, AEEsh{E: BH

Hostix KK &, ZH(ES12, ACPFEFHIE: FHIT;

User-Agentix KK, ZH{E512, ALEFE: BHMT;

Refererfg KK, SH{H1024, AFEHIE: FHBT,
WHRATBRKNKE, Z50E1024, AFEFE: FHET;
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35.

36.

37.

38.

39

40.

Wi ¥y HTTP UjiRl4am]” , Bl URL fRIPFIER “HE45 HTTP U7 W4EH]” , XPrE Ui
10. 0. 1. 99 ) HTTP 30 &3k 17 BT ;

Wi “ACpledpyt” . Ry URL 5K LR “4EI5 R4 URL” , XF5 1R https://10.0.1. 99
BEATIR AT NH) 1P, H14% 30 708h, B HIZACE,

Wil “HEPEEE” . A URL ZIRARR “HE RS URL” , XFVj i https://10. 0. 1. 99 i
ATHSBEAT I 1P, H4% 30 b, B HZECE;

Wi CE BRI , WM S UK URL MIRLK “EREET , IP:
https://10.0.1.99/1ogin, XFEEFEIRL 1 RAEFRIEK, EHEE 30 24, JH HxBCE;
Wit “#l7 DDOS” , XA X RN TCP My % 55 s B o heidh, HTTP M a54ix
BN, JAHHEWRIEE, 8 DDOS Bt

JF)a IDP AR4s Bidr shit, BHWTRIAR SRR, Hmuet. REH P BURBERAL. mREEAN
Wi A H &
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PAHR
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LN EERY. BE, AMRRCE KRB AMARMANESEIGE, SR ZR B
ASE B BRI U R, AT S B AT AR R R, R B RGN R
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R xR TALS BAD , Froemi) 20231 RE “5 R 28 5P 2£5i-
fRpR B BRSO e A LU TR AE R R AT

TIEES

£551: BUEEGE (10043)

ATIRS IS LT B, JEENGH DRSS LR, RTS8 Lk
TR, TR KSR T SR EL AT ThAL, BLES R A S e FServer01 FRS48 |, K0iE
CLAEREFH P fhome B 3 F o W ARESER G Fh AT HGE T/, 4RBINBH (S .

51 BERIGE

F5 EFHR ER
A 3 o B R B 20 8 R P N IR B I S5 AR Y TP

ok, KRR S5 A8 IPHBIEAE NFlaghess; TPHLHE AN
PIRHE RS, (Mg [192. 168. 10. 1, 192. 168. 2
0.1,192. 168. 30. 11D

I8 ok 6k B L 1 2 A 4K 31 B 7 Bl webshe 1 1R 1
ARZ% S8 AH SR &, 4itlwebshel 1R Mok (5 &
2 (s [123])

T8 3o 5 R L 1 A0 T 4R B $R R HH Blwebshe 1 14 A% 1)
R4 2 FH <, i Ewebshel | I IEMAS5S, (%
3 #H: [password])

I X O 0 1 43 MR B4R R H I N 12 1 IR 45 2
MHRM R, i\ BEARHRSSRNHL, HiRk#E
FE8 3 FAE P lagd@ 38 s i AN B RHE 7§52
(k=R [21, 22, 23, 24])
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I8 3o 6 CHE A 1 20 AT 4R BB R B NAR IO R 5% 2%
MRME, Wil BERINE RGNS,
D ERIE AFlaghtsal; (#E: [password])

8 3o 0 A B ) 20 Mk B S o BN 1R 10 iR 55 2
FHORHLR, BN JR 2 LI 8 S Pl J5 5N (R38R — A
A H RS, AR MENFlagi® & (% 3:

[passwordl])

£552 : RERGE (10043)
NEF RS R AGRRE RS, SRALLE LT, S9N ALRRAK RS
BRI, RERGBGTIBRIE, SR RETN.

F£%2: WHFBGE

F5 EF R ER

M AE R SRECE P admin 92505 35 H @25 69, DA
Flag {admin, password} JE 2XHE3E B N64T) 5

RECYET RS ipHihl & F M4, PAFlag{ip: FHL4)

2 | i,

3 MET RGP A2 R, E RIS A O Tt it
ik, PAFlag{ip} FEIR3C;

1 KR HMEEREPEM 7RSS, & RS 2L
Flag {5544 3228

’ MNP R IR RN RSt JE T2 flag KA,

B S A BB AF lagla $258 5

£553: HETHEGE (1004)
ot 25 S BT A8 SCEEHEAT 07, 18 IR LT (BBEBF N “evidence 17 .

12 / 26



[OR%: REVFR], 4RI

“evidence 27  «weee + “evidence 10”7 , HXAHAMBHE BN, AXFKNG) , iF
SBR[ 72 bE 38 SR MU AR B ESE SCIF,  FFAEAE B R SRESRIE M5 B, IESR SRR S
EEb T G EEBIAME T 15% . BOERE B AT RERGBFE IE & B, MR B A5 SCfF b, 5T
HE 7 22 FI gD e bR . I s8R RS HOR. BRIk R EOR, 67 EAEHE K
w0 Cp A RO BIREE .

H£%53: BB SCHFBUE

S ERIEGERPRXAE | FEBPFEXFHashid (MD5, AXHK/NE)

evidence 1

evidence 2

evidence 3

evidence 4

evidence b

evidence 6

evidence 7

evidence 8

evidence 9

evidence 10
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TiEfES
f£5%51: PWN (1004})

HEF% 5 (B g BER

BT SCAE JE AR %5 221000035 L3 T8E, IR H
Hrp i flag, ¥ flagfisc,

£552: WebBR%s8 (10043)

EEZRS 5 R ER

" XtWeb RGLREATIZIE, THRME TUH IR, M F4k
tiflag, JFH5flagies.

9 HiiWeb R4t G & WAFEIRIE, 28 30 H I
Hflag, FH¥flaghEsl.

£53: NEamE (1004)

B kB85 H A I T webshel 1245, ServerfiR4s 28 E L T webshel 1iZERER I,
INMEB IR IRSS 283047 T 2. EIRERE B ARS%S25 L, *fwebshel 1 3E4T
HEA

EHERE g ER
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